PASSWORDS - A Word to the Wise...Change them often

Never before has so much information been so accessible to so many people. In
many ways the “Information Age” is a wonderful time to be alive. But as is often the
case, there is a dark side. The same technology that makes it really easy to search all
the knowledge of the human race also makes it possible for others to get a hold of
your personal information.
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When it comes to using computers and the internet we are challenged to create a
plethora of usernames and passwords to protect our information. But how do you
make up a username and password that will be easy for you to remember but
impossible for anyone else to figure out. Here's some advice:

So what makes for a good password? Here are some basic suggestions but in the
end it will be up to you to come up with something that works for you:

1) Avoid common names, dates, phone numbers or things easily associated with you.

2) Avoid common words or phrases as they would be the first thing checked by password
cracking software.

3) Use acombination of numbers and letters. For example, substitute numbers for letters and
letters for numbers in a word or phrase.

4) Make it something you can remember all by yourself. Don't write it down anywhere!
5) Don’t use naturally occurring keyboard sequences (like “gwerty” for example)
6) Try to make it at least 8 - 16 characters long. Obviously, the longer, the better.

7) Plan on changing your password often. Experts suggest changing your passwords at least
every 6 months.

Whether it's about protecting the money in your bank account or just accessing your
email online, you'll need to have good usernames and passwords to protect yourself.
Choose wisely.

So, now you're wondering how to change your passwords here at Brandywine:

Novell: GroupWise:

Hold down the Ctrl + Alt + Delete keys Tools > Options > (double-click) Security
Select the “Change Password” option Type in your old password

Select ok Type in a new password

Retype in your new password
Select ok and close



